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Atty. Jacqueline Guzman-Torio
Moderator

« Confidential Staff, Board of Trustees, Government Service
Insurance System
» Family Law Practitioner

« Teaches Persons and Family Relations at De La Salle
University College of Law

« Happily married
» Loves to sing
« Aspiring songwriter

OBJECTIVES:

At the end of the symposium, the participants will be able to:

1) Acquire knowledge of what has been done before and illustrate the different
kinds of online exploitation of children

2) Identify the range of factors and actors involved in online abuse of children

3) Understand the challenges and obstacles faced by stakeholders in protecting
children on line

4) Articulate and recognize emerging issues and trends in the protection of children
against online exploitation
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PROGRAM
TIME TOPIC SPEAKER
1:30 - 1:40 PM Overview of symposium, objectives, Moderator

(10 mins) introduction of speakers and reactors
1:40 — 2:30 PM  Relevant conventions and jurisprudence  Prof. Myrna Feliciano
(50 mins) and their impact on relevant domestic Atty. Flordeliza
law Vargas
2:30 — 3:00 PM Philippine-specific foreign journals and Dr. Sandra
(30 mins) publication: magnitude, forms and drivers Hernandez
of child online exploitation and enabling
environments for child online safety
3:00 — 3:40 PM Methods for capacity gap analysis of
(40 mins) stakeholders in protecting children from
abuse and exploitation online
3:40 — 4:20 PM Findings and emerging issues, obstacles  Atty. Katrina Legarda

Dr. Mary Ann Ladia

(40 mins) and challenges
4:20 - 4:30 PM  Brief Reaction Judge Joselito
(10 mins) Vibandor;
Prosecutor Lilian
Doris Alejo
4:30 — 4:50 PM  Open Forum Moderator
(20 mins)
4:50 - 5:00 PM  Summary Moderator
(10 mins)

REACTORS:
» Judge Joselito Vibandor

- Senior State Prosecutor Lilian Doris Alejo

Prof. Myrna Feliciano
Relevant conventions and jurisprudence
and their impact on relevant domestic law

«  Executive Director, Supreme Court of the Philippines, Mandatory

Continuing Legal Education Office (2002-present)

«  Professor II and Chair, Department of Legal Method & Research;
Member, Academic Council, Philippine Judicial Academy (1996-
present)

«  Professorial Lecturer, U.P. College of Law (2003-present)

+  Member, Supreme Court Committee on Gender Responsiveness in
the Judiciary (2012-present) [ |

«  Member, Supreme Court Sub-committee on Family Court Rules
(2014-present)

« Consultant, various agencies such as the Department of Foreign
Affairs (DFA) Project on Customized Gender Training, DFA (2014
to 2015)

»  Consultant, Study of Case Carrying Capacity of Lower Court
Judges, 2013-2014 (Asia Foundation & USAID)

«  Awardee, UPAA Distinguished Alumni Award for Gender
Equality/Women Empowerment (2009)

«  Author, various books, monographs and periodical articles

« Graduate, LL.M. in Harvard University (1980); LL.B., University of
the Philippines (1973)

Atty. Flordeliza Vargas

Relevant conventfons and jurisprudence
and their impact on relevant domestic law

« Director, Office of the National Administrative Register, University
of the Philippines Law Center (2013-present )

«  Member, Inter Country Adoption Board Placement Committee
(ICPC) (2013-present)

« Instructor, De La Salle University College of Law (2013-present)

« Instructor, Lyceum of the Philippines College of Law (2011-
present)

« Instructor, Pamantasan ng Lungsod ng Maynila (PLM) College of
Law (2012-present)

«  Project Manager, Various training programs in coordination with
the USAID (2006-2012)

«  Co-author/ Contributor / Editor, Various publications such as
Gender Sensitivity in the Family Courts (2005); Addressing Rape
in the Legal System (2001); Battered Woman Syndrome And The
Law On Self-Defense (1998)

« Graduate, Bachelor of Laws, University of the Philippines (1998)




Dr. Sandra Hernandez

Philippine-specific foreign journals and publication:
magnitude, forms and drivers of child online exploitation and
enabling environments for child online safety

«  Child Protection Specialist, Philippine General Hospital-Child
Protection Unit (2011-present)

«  Director For Research, Child Protection Network Foundation, Inc.
(2015-present)

«  Director For Training, Child Protection Network Foundation, Inc.
(2014-2015)

« Graduate, Master Of Public Health, University Of The Philippines
Manila (2015)

«  Graduate, Doctor Of Medicine, University Of Santo Tomas (2002)

«  Fellowship Training in Ambulatory Pediatrics, Philippine General
Hospital (2009-2013)

«  Child Protection Specialty Training, Child Protection Network
Foundation/Philippine General Hospital/Department of Health
(2009-2011)

« Residency Training in Pediatrics, University Of Santo Tomas
Hospital (2005-2008)

Dr. Mary Ann Ladia

Methods for capacity gap analysis of stakeholders in
protecting children from abuse and exploitation online

Medical Anthropologist

University Researcher III, Institute of Clinical Epidemiology at
the National Institutes of Health, University of the Philippines
Manila

Co-author, Various publications such as TB meets IE:
contributions of ethnography (2015); Stakeholders’ Perspectives
of Infant and Young Child Feeding Policies in the Philippines
(2011); Keten van liefde: Chain of Love (2004)

Holds the following academic degrees: PhD in Anthropology
(Medical Anthropology), Michigan State University (2008); MA
Anthropology, Michigan State University (2007); Master of Health
Social Science, De La Salle University (1997); MS Psychology,
Saint Louis University (1994); BA Social Science (Economics-
Psychology), UP Baguio (1985)

WHO consultant to develop modules and toolkit on qualitative
methods and about the social context of health; and to train
Development Management Officers of the Department of Health
Co-teaches graduate students of the Department of Clinical
Epidemiology, College of Medicine, UP Manila Fundamentals of
Clinical Economics and Health Social Science

Atty. Katrina Legarda

Findings and emerging issues, obstacles and challenges

+  Graduated from University of Bristol, England (B.A Hons., History) in 1975

+  Obtained her degree in law from the University of the Philippines

+ Joined the Angara Abello Concepcion Regala and Cruz Law offices
(ACCRALAW) in 1981 and left a Partner in 1992.

+ Handled and assisted in the prosecution of Cong. Romeo G. Jalosjos for
statutory rape as de oficio counsel of a woman on death row for killing her
husband

+  Persuaded the Philippine Supreme Court to recognize the "Battered Woman
Syndrome" as a defense in a parricide charge. The law on Anti-Violence
Against Women and their Children was passed three (3) months after the
Supreme Court decision in People vs Marivic Genosa was promulgated

+  Program Co-Developer and trainer of judges, prosecutors, social workers,
medical and police personnel around the country and in other parts of Asia
on the investigation of crimes involving women and children under the
auspices of the UNICEF, PLAN International, the British Embassy (Manila) and
UNIFEM and other government and non-government agencies

+  Presently with the Child Protection Network Foundation, Philippines assisting
children through the legal system

+  Presently a Professor in various Colleges of Law teaching Persons and Family
Relations, Succession, and Civil Law Review

+  Co-authored a book, Family Law in the Philippines, published by Lexis Nexis,
in December 2013
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Protection of children from
abuse and exploitation online:
Capacity gap analysis of
stakeholders

Maria Carolina T. Legarda, Mary Ann J. Ladia,
Jacqueline A. Guzman-Torio,
and Maria Thea L. Cacal

A K

£ | Theme

bARA <A | CYBERPROTECTION OF CHILDRERN

Cypersafety of Children: Internet and Mobile Protection of Minors

B”(%ch December 12, 2015 ® Marco Polo Plaza Hotel Cebu

Dr. Mary Ann Ladia

Methods for capacity gap analysis of stakeholders
in protecting children from abuse and exploitation online
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Researchers

NCR Team
Lady Fatima dela Cruz
Rachel Ann Borsanal
Rodina Ann Cinco
Kristelle Pascual
Benjamin Ryan Raneses Il
John Dee Saqueton
Maria Angela Venus, RSW
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Region Il
Maria Thea Cacal
Alexandra Borja
Lady Lynn Robles

Cebu
Dr. Naomi Poca
Carl Philip Batucan
Maricel Postrero-Madamba, RSW, MSSW
Doreen Maria Trangia
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Zamboanga
Dr. Leila Nelia Estrella
Ricardo J. Apolinario Il
Fatima Concepcion
Dr. Norvie T. Jalani

l. Introduction

* Internet has been in existence since
1960s.

* Licklider envisioned a globally
interconnected set of computers through
which everyone could quickly access data
and programs from any site much like the
internet of today.

* The invention of the telegraph,
telephone, radio, and computer set the
stage for this unprecedented integration of
capabilities.

*...without regard for geographic
location.

AK< PARA SA B
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* Even the most remote areas of the globe
are in contact in metropolitan areas and
vice-versa.

* While there may be advantages in the
use of online resources, it is also an

equally important cause of concern, most
especially to children.

AK<: PARA SA B
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* Protecting children from online abuse
and exploitation has become a growing
global challenge.

* In December 2013, the European
Commission released the Report of the
Global Alliance against Child Sexual
Abuse Online.

JI:',:
7"(\
W

* “The opportunities for human interaction
offered by online forums, peer-to-peer
exchanges, social media, and anonymous
networks are too often exploited by
people who want to harm our children.”

* “Child victims need to be identified.
Perpetrators need to be brought to
Justice.”

* The Philippines participated in the first
initiative of the Global Alliance, and, while the
Philippines did not submit a commitment “to
undertake concrete actions in the immediate future
to reach the four key policy targets”, the country
did endorse [on 30th September, 2014] the
Ministers’ Declaration: Facilitating International
Cooperation in Online Child Sexual Abuse
Investigations.

AK< PARA SA B
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* four key policy targets

a. enhancing efforts to identify victims and
ensuring that they receive the necessary
assistance, support and protection;

b. enhancing efforts to investigate cases of
child sexual abuse online and to identify
and prosecute offenders;

AK<: PARA SA B
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* four key policy targets

c. increasing awareness among children,
parents, educators and the community at
large about the risks; and

d. reducing the availability of child
pornography online and the re-
victimization of children

* The Ministers’ Declaration was crafted to
address the recognized fact that
“offenders who exploit children online
typically operate outside the framework of
national boundaries and that prompt
intervention by law enforcement is
critically important to the identification and
apprehension of those who exploit
children online”...

*Yet, in a 2013 study of Terres de
Hommes on what the Dutch call Webcam
Child Sex Tourism (WCST), it was found
that “law enforcement agencies are hobbled
by reactive investigation policies—they
investigate ... only after children report the
crimes. But, for a number of reasons,
children do not report these crimes very
often.”

AK< PARA SA B
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* Protecting children online from abuses
and exploitation cannot therefore be
overemphasized. While the social lives of
children have been shaped by the use of
the internet, there is a challenge on the
capacity of stakeholders to protect them.

AK<: PARA SA B
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* To complement a national study on child * This analysis identifies current

online protection, a Capacity Gap Analysis challenges, current policy and practice,
of Stakeholders was undertaken to and identifies existing child protection
provide an in-depth knowledge and initiatives on the ground.

understanding of the policies, practice and
challenges of the judiciary, the
prosecutors, the law enforcement
agencies, and the community (social
workers and barangays) in protecting
children from online abuse and
exploitation.

General objective: Specific objectives

1. To identify existing capacity of
To identify competencies and gaps among stakeholders in terms of the following:
stakeholders in the handling of online abuse a. mandate of institution
and exploitation in law enforcement, justice, b. human resources (manpower, skills,
and social welfare sectors and child training, knowledge of online crimes,
protection systems etc.)

c. material resources (computer, internet
connection, electricity, etc.)

d. organizational

e. information

AK< PARA SA B AKS) PARA SA B
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2. To determine the ideal standard for
children protection from abuse and
exploitation online.

3. To determine the challenges and
bottlenecks in law enforcement, justice,
and social welfare sectors and child
protection systems.

B. Limitations of the study

* purposively selected sites and key
informants and focus group discussion
(FGD) participants

* generalizability

B
: 7"(:

Conceptual framework of the study

Gap

« law enforcement

« justice

+ social and welfare
sectors

+ protection systems

« law enforcement

« justice

« social and welfare
sectors

« protection systems

+ law enforcement
+ justice

« social and welfare
sectors
+ protection systems

Ideal Situation

AK< PARA SA B
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lll. Methods
A. Study design

This study employed qualitative
techniques, key informant interviews (KlIs)
and Focus Group Discussions (FGDs) in
purposively selected areas.

AK<) PARA SA B
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Kl
is a loosely structured conversation (relying on list
of issues) with people who have specialized
knowledge about a topic you wish to understand.

FGD
is a discussion in which a small group of
informants (6 to 12 people), guided by a facilitator,
talk freely and spontaneously about themes
considered important to the investigation.

Alrs
A

B. Site Selection

The sites were purposively selected
with inputs from UNICEF: those with known
or presumed degree of prevalence of online
child commercial sexual exploitation; and
have access to all types of communication.

* Manila (NCR)

* Clark/Angeles City in Pampanga,
Region Il (Luzon)

* Cebu City and Cebu Province (Visayas)

* Zamboanga City (Mindanao)

AK< PARA SA B
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C. Study population

93 Stakeholders

Barangay captains, Social workers,
Police, Health personnel, Prosecutors,
PAOQO, Clerks of court, Judges

Experts - representatives from the NBI,
police representatives from foreign
embassies, funders of relevant local training
administered for stakeholders, and Internet
Service Providers

AK<: PARA SA B
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Age of key informants (n =93)
<306¥2ars Median is 45.5 years 76
— Range: 24 to 69 years -
Not indicated S
18% 2 50
]
T 40
o
> Maie Female
Number of vears of service of key informants {n =93) 4 FGDs
Not indicated_ Median s 7 years * Region Il (Social workers)
P Range: 1 month to 34 years
8% 8 females
* Region lll (Police)
o0 6 females
>10 years 0 P
34% * Cebu (Multi-disciplinary)
8 females, 1 male

6 -10 years
26%

5 years &
below
32%

AK< PARA SA B
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» Zamboanga (Multi-disciplinary)
7 females
2 married, 1 single, 4 no answer
3 served > 6 yrs., 4 served <6 yrs.

AK<) PARA SA B
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D. Selection criteria

a. resides or works in the purposively
selected areas

b. may have had experience on dealing
with online child abuse and exploitation,
reported or not

c. willing to participate in capacity gap
analysis

s =

e

E. Description of study procedures

Orientation->Training->Invitation (letter and
ICF)->Interview/FGD->Transcription

F. Data processing and analysis
« analyzed by a multi-disciplinary team
+ domains, themes and categories
« triangulation

G. Presentation and Validation

IV. Ethical Considerations
A. Risks and benefits
B. Confidentiality

C. Anonymity

AK< PARA SA B
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Results and Recommendations
to be presented by Atty. Katrina Legarda

THANK YOU
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Simultaneous Symposium 4:
UNICEF Researches on Online Child Protection
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Atty. Katrina Legarda

Findings and emerging issues, obstacles and challenges




A. Present Situation

In 2013, ECPAT Philippines discovered that the
victims are recruited by their parents and
relatives to perform acts infront of a camera.

AK® PARA SA B
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A. Present Situation

Foreigners, according to an expert, would use
social media to 'befriend’ a-childl and would
later on ask him or_her to perform acts in
exchangg for financial gains.




A. Present Situation

NTC is a new member of IACACP and is tasked
to direct telcos and ISPs to identify and block
pornographic sites."

However, telcos do not comply to police
requests to block certain websites unless
ordered by the court.

A. Present Situation

IACACP, in partnership with UNICEF, has:
1. conducted a training for service providers.

2. developed a module for survivors of ch\i‘ldv pornography.
3. distributed 11,000 handbogks oh the Anti-Child
Pornography Act g£2009 in the LGUs.

4. coordinated with DepEdj‘e’ducating children and adults
oﬁidnline child safety.

AK#& PARA SA BETA
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A. Present Situation

According to CWC, IACACP is formulatinga
strategic plan for 201520172

A. Present Situation

The PNP, NBI and DOJ created anti—cybercrimesunits::
PNP's Angelnet, NBI's Cybercrime Divisiog,yand DOJ's
office of the cybeteriime:

However, there is’still no reported cases from the
harangays and no cases filed in court.
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A. Present Situation

CWC admitted that their training only reaches the
regional level due to lack of financial resgurces and
manpower,

Sustainability of th;“programs is an issue. L __(Idealfﬂ'tuation)

B. Ideal Situation B. Ideal Situation

) The stakeholders in Cebu coordinate’
CEBU has been recog_nized as with the government and private sectors
3 champjon in child _|n rfescue o_perath.n§ and'programs in
; > fighting against online sexual abuse and
protection. ~ exploitation of children.
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B. Ideal Situation B. Ideal Situation

Although recognized as an ideal.in the What, therefore, is the -
Philippines, the stakeholders'are aware “IDEAL S|TUAT|ON.?“(‘"’ ‘
of their limitations, gbstacles and needs
in addressing online sexual abuse and
v ,,“e;‘XpIoit’ation of children.

— |DEALSITUATION:—— [l — IDEALSITUATION:—

* (1) Committed barangay officials who /. * (2) Properly trained law enforcers,
monitor and educate their communities and particularly in the investigation and
actively advocate the protéction of children collection of digital[electronic evidence,
not just in the‘phyéiéal setting but also in the who are proactive, ébmpetent and
cyber setting. committed to ihvestigating all crimes
WY _involving children with or without the help of
foreign enforcement agencies.

O T ERA S0 BETA AK® PARA SABRTA
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— |IDEALSITUATION:——— — IDEALSITUATION:——

* (3) Social workers who can help in the |/ * (4) Prosecutors who know the laws andare
dissemination of safety information and adept at prosecuting crimes cqmpnittéd
provide parents the tools to protect their against children.
children. 2

— |DEALSITUATION:—— |l — IDEALSITUATION:—

; * (6) A national and local government that works~
Q b with civil society and business organizations to
* (5) Ajudiciary that ensures-cases do not educate the community, train\relevant government
languish in court. . agencies, provide thenecessary material resources,
5 and draft and im‘é‘l‘ement codes for the protection
of childréh on line, such that, e.g., ISPs will
cooperate to filter pornographic materials in the
internet.

AK& PARA SA Bf
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Ideal Capacity i
Bottlenecks

LGUs/Barangays Monitoring The barangays
remittance say they have
- = = centers no mandate
- Sitnation with respect to
i online child
abuse and
exploitation.

Ideal Capacity |ldentified Ideal Capacity
Bottlenecks

LGUs/Barangays Regulating The barangays LGUs/Barangays Coordination

internet cafes  say they have with NGOs, say they have
no mandate law no mandate
with respect to enforcement  with respect to
online child and social online child
abuse and workers. abuse and
exploitation. exploitation.

Reporting

cybersex dens

AK# PARA SA B AK& PARA SA B&TA
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LGUs/Barangays

_ = capaCi

LGUs/Barangays

Training their
local social
workers on
simple
computer
literacy.

Adopting
preventive
measures (e.g.
livelihood
training, giving
of capital,
organizing
watch groups)

The barangays
say they have
no mandate
with respect to
online child
abuse and
exploitation.

The barangays
say they have
no mandate
with respect to
online child
abuse and
exploitation.

AK& PARA SA BETA
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_ = capadty

LGUs/Barangays Educating their The barangays
constituents  say they have
on online child no mandate
abuse. with respect to

online child
abuse and
exploitation.

_ - capadty

LGUs/Barangays Creating The barangays
facilitiesand  say they have
putting no mandate
together with respect to
resourcesto  online child
handle and abuse and
manage exploitation.
victims of

online abuse.
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_ = capadty

Law enforcement Assignment of Lack of staff: Law enforcement Proper Lack of funds:
particular agents are equipmentin  the budgetis
agents to investigating the office only for
online sexual  cases other conducting
cases than online trainings,

child abuse. meetings,
human
trafficking
campaigns.

_ = capaCi : _ - capadty

Law enforcement Separate Specialized Law enforcement Coordination  ISPs require
specialized forensic with ISPs court orders

units in other  officers need before
jurisdictions  to be brought blocking
in from Manila websites.

AK#® PARA SA BETA AK& PARA SA B&TA
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Law enforcement

_ = capa .

Law enforcement

Facility in
applyingin
search
warrants.

“Undercover
legislation” is
required to
allow agents to
pretend that
they are
customers or
children online
to catch
perpetrators.

THE INTERNATIONAL CONFERENCE IN CEBU

Philippine
rules of court
require
“personal
knowledge”
for the
issuance of the
search
warrants.

Law enforcement

Law enforcement

_ = capadty

Lifting of
Philippine
privacy laws

_ - capadty

Coordination
among all the
stakeholders
including
foreign

Itisillegal in
the Philippines
to conduct
wire- tapping
without court
order,
intercept
computers, or
customer’s call
records

coordination
among the
different law
enforcement
agencies due
to “turfing”
issues.
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_ - capaCity

Law enforcement Efficient
surveillance
and thereis a
apprehension reportora
complaintand
an NGO
assists.

done unless

activities

_ = capaCity

Law enforcement Creation of
shared data happening
bases because of

“turfing”
issues.

No sharing is

AK#® PARA SA BETA
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_ = capadty

Law enforcement Swift judicial
action on cases
filed

_ - capadty

How to detect
online crimes
How to
apprehend
perpetrators
How to
conduct
surveillance
activities

Training of law enforcers
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THE INTERNATIONAL €O

NFESENZE IN

BU




_ - capac .

Training of law enforcers How to
properly
gather
evidence,
physical and
digital

_ = capac .

Training of law enforcers Knowledge of

computers

Police stations
do not have
computers or
access to the
internet.

AK#® PARA SA BETA

THE INTERNATIONAL

CONFERENCE IN CEBU

_ = capac :

Training of law enforcers

Training of law enforcers

Consistent
implementation
on the rules of
arrest and
investigation

How to refer
victims to proper
agencies

Some judges and
social workers
report selective
apprehension and
investigation of
perpetrators,
facilitating the
early exit of
foreign
perpetrators in
particular.

Social workers
across all
jurisdictions
report that very
few police officers
understand the
concept of
trauma informed
care, especially on
handling
disclosures.

AK#® PARA SA BLTA
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Ideal Capacity |ldentified
Bottlenecks

Training of law enforcers To improve Training of Prosecutors Prosecutors

attitude, should be
involved in the
investigation
by law
enforcement
and even
before the
preliminary
investigation
stage.

commitment
and personal
skills

Ideal Capacity |ldentified Ideal Capacity |ldentified
Bottlenec| Bottlenecks

Training of Prosecutors Proper Some judges Training of Prosecutors Proper Judges report
conduct of and social coordination  the difficult
preliminary workers report with law relationship
investigations selective enforcement  prosecutors

prosecution of and social have with law
perpetrators. workers enforcers
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_ - capa :

Training of Prosecutors

_ = capaCity

Training of the Judiciary

Knowledge of
laws against
human
trafficking
physical or
online
Competency
training in
techniques of
prosecution

Judges report
that some do
not know the
laws.

Identified

Bottlenecks
Judicial delays
cause cases to be
dismissed as the
perpetrators are
able to pay off the
family of the
victim.
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Training of the Judiciary

Sufficiency of the Laws

Swift disposition
of cases.

Clear and
modern laws

to address the

continuously
evolving
nature of
online crime.

Identified

_ - :

Bottlenecks
The length of
proceedings for
cases are
perceived by the
experts as a major
problem in the
fight against
online sexual
exploitation of
children.

_ - :

Laws and rules
are outdated.

AK#® PARA SA BLTA
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Sufficiency of the Laws Proper There is For ISPs, there Coordination
implementatio “selective” isa need to with the ISPs
n of the laws.  implementatio preserve to obtain
n of the laws. minimum sets evidence is
of data in proving to be
orderto help  extremely
law enforcers  difficult as few
identify IP ISPs are
addresses. cooperative.

Ideal Capacity |Identified Ideal Capacity |Identified
Bottlenecks Bottlenecks

Others Efficient Inter-agency Others The
cooperation mechanisms
and (such as IACAT
coordination  and IACACP)
amongall do not find too
stakeholders. much success information,

in facilitating :
or

complementin

g child online

protection

work.
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databases are
not open, they
do not share




_ = capaCity

Identified
Bottlenec!
they do not
provide ‘warm
bodies’ for
surveillance
work and
apprehension
activities

Identified
Bottlenecks '
These agencies
seem to be in
competition —
and thisis a
huge
disadvantage,
as “right now,
itis all about
media
mileage.”
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Ideal Capacity |ldentified
Bottlenecks

Others they do not
share their
computer
forensic
experts.

C. Situation According to Experts

Cebu and Pampanga were, 7/
deemed by one expert to be
ahead of the rest in child online
protection work.
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Baran SW Police Health PAO Prosec CoC Judge
gay \
Mater Comp Nocomputers Computers No computers
ial uters
Resou
rces
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Resources

Stakeholders

Bara SW Police Health PAO Prose CoC Judge
ngay c.
Materia Interne No Internet No Internet No internet Access

! access t Access
Resourc Access

t interne access internet  access
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Stakeholders

i B B S - F == Bara SW Police Health|PAO Prose |[CoC Judge
| = - ngay Ci
——Human Resou rces : Hum None DSWD None Inadequate
E - - - an SWs — None
Reso sufficient
urces manpow

er

Stakeholders

Barang SW Police Health |PAO  Prosec|CoC  Judge
ay

Parents are Cases
afraid. are not
Barangays and filed
communities are because
afraid to get families
involved. are
afraid.
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T e e
Baran SW Police Health |PAO Prose ([CoC Judge Baran SW Police Health [PAO Prose [CoC Judge
gay c. gay c.
Parents do not know the law. No training en cybercrime Obsta Parents are the Paren
Only basic knowledge on how to  and the new technology. cles perpetrators. tsare

protect children from online the
abuse.

perpe
No knowledge on how to protect trator

children from online abuse s

People are not informed enough
about child online abuse.

S e

Baran SW Police Health |PAO Prose [CoC ludge EIED B0 e e e o R
gay c gay c.

Obst No Casesare  No iffi ini
Obsta Poverty Poverty Poverty s Difficulty of obtaining
acle compla|notfiled knowle

s ints are | because of  dge on
made. |bad obtaini Evidence gathered by law

evidence  ng enforcers is insufficient as
gathering digita' they have no knowledge
Al SHtla on how to obtain digital or
forensic evidence.

cles digital evidence.

police work. ce
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Bara SW Police Health [PAO Prose (CoC Judge Barang SW Police Health |PAO  prose |CoC  Judge
ngay c. i c.
No Cases  No Law enforcers do not know how to Obsta No Cases No Law enforcers do not know how

compl |are not knowle handle evidence properly. cles compla|arenot knowle to gather evidence.

aints  |filed dgeon Law enforcers are not vigilant ints are |filed dgeon Law enforcers do not turn up in
are because obtaini enough to arrest perpetrators. made. |because obtaini court to testify.

made. |ofbad ng Law enforcers do not know how to of bad ng Law enforcers do not bring
evidenc digital apply for search warrants. evidence digital witnesses to court.

e evidenc gatherin  eviden
gatheri e gand ce

ng and bad

bad police

police work.
work.

e e

Baran SW Police Health |PAO  Prosec. |CoC  jydge Baran SW  Police Healt [PAO Prose |CoC Judge
gay

gay h c.

Obsta No Casesare No Law enforcers do not know the Recantation because families are paid off.

cles compl [notfiled knowle laws and file complaints without
aints |because  dgeon elements of the crime charged. Children who recant.
are of bad obtaini Law enforcers do not know how to
made. |evidence ng collate evidence. Cases are simply amicably settled.

gitdhzglgg :\l/gi:']t:Lc Recantation as parents influence their children to

police e accept money to settle the case.

work.

Witnesses do not turn up.
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e

Baran SW  Police |Healt [PAO Prose |CoC Judge sw Health |PAO  |Prosec. CoC  Judge

gay h = Corrupti Corruption.
Obsta Heavy Over- on of Corruption of prosecutors.
cles workload, burde law Corrupt?an of judges.
ned enforcer Corruption of law enforcers.
burnout, and docke s Corruption of staff members of
vicarious Corrupti judges in the hotspots who are
ts. on of the on the payroll of cybercrime

trauma courts syndicates.
Too many Corrupti
functions ‘ Z;,an &
that lead to officiaglsy

multi-tasking

“ [Copeciy T Sekehodes ]
Barang SW Police |Health [PA |Prosec. Judge

Baran SW  Police |Healt |PAO |Prose |CoC Judge o
Very slow Delay in court

judicial process/ proceedings because:
Obsta No clear Gapsin formulated delay in justice age of the judge, heavy

gay h c.

court docket, absent
accused, absent
protocols. protocols. complainant, case not
. . prioritized, absent

No g"“de'mes on prosecutor, IACAT
handling online agents are not diligent
cases and they prefer to
announce arrests on
media thereby making
the public believe that
the case is terminated.
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Stakeholders
Health

Stakeholders

Health

Training of law
enforcers on for
evidence
preservation
Training on
obtaining digital
evidence

Training of law enforcers cn
obtaining digita! evidence.
Training of law enforcers on
evidence gathering; preserving the
integrity of the evidence; securing
evidence; diligence in investigation
of evidence.

Stakeholders

Health

Prosec. [CoC

Education of Officials on laws, case filing and
managing complaints

Capacity training on internet and online protection
Training on protection of children from online abuse.
Training on identification of online abuse cases and
awareness raising

Training on onliine child abuse.

involvin
[
online
child
abuse.
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Training of law enforcers

on handling online abuse
cases from inquest to the
end of trial.

Training on child-oriented
approach

Training on management
of cases

Training of stakeholders
on the proper handling of
a case from rescue to
trial.

Training of law enforcers
on coordinating with
medical personnel.
Training of law enforcers
that an arrest does not
mean the case is solved.
Training of law enforcers
on application of search
warrants.
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Capacity

Stakeholders
Health

Prosec.

Capacity

Training of law enforcers

on handling online abuse
cases from inquest to the
end of trial.

Training on child-oriented
approach

Training on management
of cases

Stakeholders
Police |Health

Training of stakehoiders
on the proper handling of

Training of law enforcers
on coordinating with
medical personnel.
Training of law enforcers
that an arrest does not
mean the case is solved.
Training of law enforcers
on application of search
warrants.

Prosec.

Capacity

sw

Stakeholders

PAO

Judge

a case from rescue to trial.

Education of
employees on
laws, case
filing and
managing
complaints
Training of law
enforcers on
trauma-
informed care
and how to
handle
disclosures.

Training of law enforcers
on how to handle cases
with confidentiality.
Barangays should prevent
rumors about the victim.
Lack of confidentiality can
influence the investigator.

Capacity

Change
of
attitude
of law
enforcers
towards
minor
victims.

Change
of
attitude
of law
enforcers
towards
minor
victims.

Stakeholders

Health

Change
of
attitud
e of law
enforce
rs
toward
s minor
victims.

Budget

Budget
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Capacity

Stakeholders

Barang [SW Prosec.

Capacity

Stakeholders

Barang |SW Health (PAO

Capacity

Coordination with DSWD and NBI

Coordination among the different
agencies

Barangays and communities should
report to the police.

Stakeholders
Barang Health

ay

Capacity

Government actions, if any, do not reach the barangay level

Some SWs report no presence of national government in their work or
cases.

Some law enforcers say that government has not done anything to
protect children from online abuse.

Barangays are aware of the presence of the CPU.

Majority have no opinion as to whether government has adequately
protected children from online abuse.

Not sufficient action to protect children.

Government has not provided livelihood for parents so that they do not
sell their children.

Government has not filled up the judicial vacancies to alleviate over-
burdened dockets.

Stakeholders
Barang
ay

Implementation Implementation of laws.
of laws and

rules.

Strict
implementation
of laws.

Stricter laws on
internet
transactions

AK& PARA SA BETA
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Need for “common interpretation” of laws and rules.
Upgrading of laws to keep up with technology

Enhancement of laws

Legislature should evaluate the laws and rules on court
proceedings for speedy disposition of cases.

Updating of laws.

Laws need to be changed to avoid face-to-face contact between
the accuser and the accused.

Upgrading Rule on Examination of a Child Witness, particularly
with respect to videotaped testimony to avoid the need for a
child to come to court.
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Capacity

Barang
ay

sw

Stakeholders
Health

Capacity

Barang
ay

Stakeholders
Health |PAO

Capacity

Barang
ay

Before a
computer shop is
given a permit,
guidelines must
be accepted to
prohibit
children’s access
to pornographic
websites.
Computer shops
should have
permits to
operate.

Stakeholders
Health |PAO

Computer shops
should set up
firewalls to
prevent access
to certain
websites.
Issuances of
licenses to
computer shops
should be
stricter.

Capacity

Barang
ay

Training of parents on online concerns.

Massive advocacy to inform parents and increase their
awareness.

Barangays need to take an active part in awareness-raising.
Information dissemination through social media, television and
radio to educate the public on online abuse.

Need for vigilance in the communities can be publicized on
media.

Need for information drive starting at the barangay level.

Need for basic education “to make people aware, teach the
importance of child protection, vulnerability of children, existing
laws on online child abuse.”

Stakeholders

Health |PAO Prosec.

Training of barangays on family needs assessment
Barangays need to supervise their communities
Seminars and workshops for the youth
Educate communities.
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Creatio
nofa
special
division
within
PAO to
handle
cybercri
mes.

Creation of a
specialized unit
with newly-hired
and trained SWs.
Creation of a
specialized unit
for investigation
on online abuse.
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Capacity Stakeholders Capacity Stakeholders
Barang Health |PAO Prosec.

& Barang |SW Police [Health [PAO Prosec. Judge

ay

Creatio
nofa
speciali

More |Hire More |More Fill up
social |social PAO prosecu vacant
! workers | workers lawyers |tors judicial
zed unit as positio
for police ns.

investig officers
ation

on
online
abuse
in each
govern
ment
agency.

Capacity Stakeholders Capacity Stakeholders

Barang Health Barang Health (PAO Prosec. Judge
ay ay

Creation of Local Create a helpline Institution of Instituti instituti
hotlines. and task force Reporting on of on of
Institution of a for online abuse. mechanisms Reporti Reporti
hotline for online Creation of ng ng
abuse. helplines mechan mechan
isms isms
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Capacity Stakeholders Capacity Stakeholders

sw Police |Health |PAO Prosec. |CoC Sw Police |Health |PAO Prosec. |CoC

Shelter Shelters for victims
s for
after-
care of
victims.

Shelter Shelters for victims
s for
after-
care of
victims.

Based on the results of the study, the
_ unr Al

m!) . ] ' i %jl[ R recommendations are the following:

Education and awareness
“raising
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Based on the results of the study, the
recommendations are the following:

Training of stakeholders and
institutionalization of coordination
and cooperatibn among stakeholders

(Ul and experts

Based on the results of the study, the
recommendations are the following:

Definitive and updated set of
laws, rules, guidelines and
'~ protocols
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Based on the results of the study, the
recommendations are the following:

Provision of human and
~_material resources

What UNICEF and other development
partners can do:

Provide information materials
against online child abuse
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What UNICEF and other development What UNICEF and other development
partners can do: partners can do:

Fund a summit with different
stakeholdersto discuss child
online protection issues

Fund training and seminars for
stakeholders

What UNICEF and other development
partners can do:

Coordinate with LGU and
schools to educate children
~__and their parents.
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